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Abstract 
In the paper, the ways in which smartphone devices are designed to be secure are 

investigated. Different approaches were examined for Windows, Android, and 

alike, as well as diving into the three security layers or areas of security. The first 

layer investigated was a “physical” device protection which involves the 

protection of the device and the data on it in case the device was stolen by not 

allowing anyone to gain access to the device, and locking its content. The second 

protection of the data examined was not allowing applications on the device 

access to corporate and personal data. The last layer of the protection investigated 

was in-app information being leaked and otherwise used. Security objectives and 

mechanisms were also visited in the paper. A literature review on the subject is 

provided. 
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1. Introduction  

It is important to point out why smartphone security is so important. We take for granted the technology we 
have and rarely worry about its communication system security. The pictures we have stored on our devices as 
well as various passwords or bank card details are all vulnerable to all kinds of hacks. Not to mention the soft 
version of hacks which would be the constant attempts by our apps and companies to gather as much 
information about us as possible. Be that directly or indirectly our personal information is always under 
surveillance. Although we might not experience being hacked ourselves one can see the liability carried by 
companies if they are ever undermined by hackers or thieves, as this would reflect poorly on their computer 
network reliability. In essence, companies have a vested interest in protecting their users and invest a lot of 
resources to build their devices/software to be secure. In order for us to know what exact problems should be 
considered we must first look at how users use their mobile devices. Which tasks do they want to perform and 
how they perceive the security and privacy of these devices? Are they comfortable using them for sensitive 
tasks? How do mobile devices compare with laptop and desktop devices in terms of privacy and security? 
Knowing what users consider useful and necessary in mobile devices allows us to better understand and 
prevent mistakes from happening. 

A smartphone is a mobile phone that is created to offer new advanced features that are useful for its users. In a 
short time, it became the most useful phone in the world because of its advanced computing ability and 
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connectivity. One of the best features of a smartphone is installing and running more advanced applications 
based on a specific platform by using a Wi-Fi internet connection [1][2]. The usage of smartphones requires 
some of information about the user that be stored to check the user’s identity [2]. It looks like secured, but 
how the security of smartphones is managed? Is the user’s information as safe as it looks? 

Today, malware and data leakage are the most worrying harms of smartphone users. Because of these kinds of 
problems, the users’ laxity appears and puts security organizations at risk.[3] The centralized application 
delivery architecture is a good and available way for attackers to attack the security and privacy of 
smartphones. The security sometimes is weak because application checking mechanisms are often not in place 
and users may choose which protected resources are accessible by third-party applications created by 
developers [4][5]. Most webpages like social networks (Facebook, Instagram, etc.) store user’s ID and 
password to verify the right user. 

1.1. Security objectives 

To keep a system secured, the types of vulnerabilities, that may damage the security of a system, need to be 
considered. They may be considered by security objectives: confidentiality, integrity, and availability. 
Confidentiality determines who may access or not to what. Integrity orders who are allowed to manage or use 
certain resources. Availability describes the request from a legitimate owner to use some resource [1][6]. 
Many companies use antivirus software to prevent the appearance of viruses and other threats [7]. 

1.2. Security mechanisms 

Three mechanisms are realized: 
• System Modification: requires changing the platform’s core source code including the kernel. 
• System add-on: requires managing of platform’s core configuration file. Add-on means to install 

appropriate applications for smartphones.  
• Add-on Applications: mostly applied by the user by installing and updating (add-on) applications.  

Other applicable mechanisms are an anti-virus solution, Firewall, Secure API, Access Control, Authentication, 
Spam Filter, Pre-Testing, Regular Update, and Remote Access Control [1][8]. 

1.3. Keeping smartphone safety  

User may keep his/her smartphone safe by using the following steps:  
• Guard his/her phone, and set PINs and passwords, 
• Take safety in case his/her phone is lost or stolen, 
• The user should not override his/her smartphone’s security settings, 
• Backing up and securing his/her data, 
• Installing applications from trusted and safe sources, 
• Using of antivirus software, 
• Using software to find or erase his/her phone data if he/she loses a phone, 
• Clearing his/her phone before dispensing with it, 
• Accepting updates and patches [9], 
• The benefits of smartphones attract hackers to try to hack and take information from users. 

Because of that, smartphone security and privacy always need to be updated to provide better 
security for users [10]. 

2. Literature review 

With the sudden advance in hardware and software capabilities of smartphones, came the seemingly same set 
of security issues as with desktop computers, especially considering that smartphones have access to the 
internet where viruses and various other forms of attack can be performed [11][12]. 
Smartphone security problems can, arbitrarily, be classified into several categories: Authentication, Data 
Protection and Privacy, Vulnerabilities, and Attacks. These will be discussed in separate sections in the 
following. 
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2.1. Authentication problem 

The authentication method is one in which the owner is confirmed using one of several methods. Using a 
password that one inputs when accessing the device, a token password like a set of nodes pressed a specific 
way or biometrics such as a fingerprint or iris. 

Wei-Han in his research proposed a system where the authentication is implicit. The system learns the user’s 
behavior pattern in the background continuously updating itself without disturbing the user. This method has 
been shown to be very effective, being able to detect abnormal behavior within 20 seconds of use with 90-
95% accuracy [13]. 

Zahid et al. [14] proposed a user identification system to monitor mobile phone key users to distinguish 
authentic customers from quacks dynamically. The authors used a 25-user data set that only gave a fault of a 
rate of less than 2%. 

Chine-Cheng et al. suggested also a non-intrusive authentication method that collects user data in the 
background using the device's sensors. The method uses stepwise linear regression to select features of each 
user the data is then classified using the k-nearest neighbor algorithm. The results show an error rate of 6.85%. 
The authors concluded that this method can be combined with intrusive methods like PIN or password to 
maximize smartphone security [15]. 

Morris in his research worked on combining multiple authentication methods [16]. There could be 
implemented SIMs that allow the user access to the network, without which no traffic can pass to the mobile 
device which would stop most if not all web-based attacks. 

2.1.1. Data protection and privacy 

Boshmaf et al. [17] in their studies addressed the problem of data protection. In his analysis, he found that 
indeed users want to protect their data but often find it inconvenient to do so practically using solutions 
available today. 

Muslokhlove analyzed the problems of data protection against physical threats and what can be done to 
combat them. He found that there exist several vulnerabilities in detecting malicious data and when the device 
falls into the wrong hands. He concluded these issues might for the most part be fixed by updating the lock 
screen and authentication methods [18]. 

2.2. Vulnerabilities 

There exist several types of vulnerabilities that have been described in smartphone devices [19]. These 
vulnerabilities can be exploited by malicious attackers to gain access to or destroy smartphone devices. 
Smartphone vulnerabilities can be split into: System faults, bad application management, insecure networks, 
and user unawareness. 

2.2.1. System fault 

When designing any device it is very likely that some hardware and software defects will be left unchecked as 
it can sometimes be very difficult to find them without extensive use, which is why they are often found only 
when something has already gone wrong. Software faults can, generally, be easily fixed when found but 
hardware ones often cost a lot more to fix. These defects when found by the wrong may obviously be 
exploited. 

2.2.2. Bad app managemanet 

Smartphone devices have very flexible APIs which allow for application development, however, this also 
means that they can be infected with malicious code from said applications. When installing third-party 
applications these apps might demand high privileges that might update or change system files. Attackers 
might exploit the control and privileges that they might gain. 

2.2.3. Insecure network 

When using Wi-Fi, Bluetooth, or GPS to connect with any network, a hacker might attempt to retrieve data 
packets from our device if on the same network. These vulnerabilities can be overcome with various 
encryption/decryption methods. 



 DSS Vol. 5, No.2, 2024, pp. 108-114 

111 

2.2.4. Lack of user awareness 

No matter how much security methods become well there will always be a looming threat of users being 
jinxed into doing something they shouldn’t. Although it’s not easy to think up ways to trick someone these 
days it still can be done. There are many emails we receive that say they do one thing but pressing a link they 
provide might in fact do something entirely different that might be malicious. Many unacquainted with 
malicious code have been tricked and will continuously be tricked until awareness is raised. 

2.3. Attacks 

There are various ways in which a device could be attacked but they can be subdivided into groups according 
to their implementation and methodology, although most of them are similar if not the same as those used on 
desktop and laptop devices. 

• Physical attacks: Smartphone devices can be stolen in which case this is considered a physical 
attack and for the most part responsibility for this does not fall on the manufacturer and there is 
little they can do to prevent it, but there are ways to find lost or stolen devices. 

• Rebooting attack: When stolen a smartphone device may be accessed with a cold boot, if the 
information and passwords etc. of the previous user are lost the device can be made to act as if it 
were newly bought, there exist ways to prevent this but exploits still exist. 

The following attacks can be classified into malware, or software designed to do something malicious to the 
device: 

• Backdoor attack: This attack is when a hacker tries to establish a connection with the device 
whilst not being detected. Once the attacker gains access to the system he/she may for the most 
part do anything the regular user might do including extracting data. These attacks happen most 
often due to an unhandled exploit in the hardware/software with which the authentication process 
can be bypassed [20]. 

• Virus attacks: These are scripts designed to infect files, what they do exactly may vary but for 
the most part they simply make replicates of themselves thus bogging the system down to a crawl 
[21]. There are ways to detect viruses by continuously analyzing computer activity and network 
communications for abnormal behavior. 

• Worm attacks: Worms are software that tries to send copies of itself from one device to another 
and much like viruses may also have another purpose to execute when it gets to a device [21]. 

• Trojan: This is a program most famously associated with malware, it is on the surface some sort 
of useful program or has an otherwise uneventful function but hidden in its code are malicious 
abilities. For the same reason, they remain very hard to detect as other malware’s activity may 
immediately be spotted as unusual, a Trojan may remain dormant for some time thus evading 
detection. Houmansadr et al. [22] suggested that a cloud-based engine should be made that does a 
detailed detection on a smartphone device, finding and erasing any threat. 

• Spam attack: Spam is a very common form of attack that sends a massive amount of requests or 
emails that have attached some other malware program. In essence, it is a method of transporting 
viruses or worms and is often used in hand in hand with other attacks [23]. 

Whereas previous malware was somewhat passive, that being a program already made and then spread the 
following are active attacks where the attacker is presently attempting to gain access: 

• Brute force attack: The attacker tries to gain access to the device by literally finding out the 
authentication information. The brute force attack can be further split into an informed and 
uninformed where an informed attack might use various sets of words from a dictionary or 
personal information about the user, an uninformed attack tries random combinations until it 
succeeds. Naturally, this takes a very long time and lots of processing power. 

• Denial of service attack: This attack attempts to stop the user from using Wi-Fi by replacing the 
original connection with one that just occupies the bandwidth but does nothing essentially. It was 
proposed by Dondyk and Zou [24] and they have shown that most iPhone and Android devices 
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were susceptible to this attack. A solution that was also proposed by them was to create an extra 
protocol where in order to authenticate the network the smartphone device sends a key password 
using cellular connection to the internet after which it tries to recover the same key using the Wi-
Fi network. The protocol has already been tested on Android devices. 

• SMS attack: Much like spam attacks SMS messages can be used to send links that might contain 
malware many operators allow sending credit using SMS messages which present a vulnerability 
that might be exploited. 

• USB connection attack: USB connections can house various malware which might transfer itself 
onto a smartphone device there are ways already implemented to prevent USB root access and 
also to detect if the particular USB connection has risks [25]. 

• Camera vulnerabilities: Since almost all smartphone devices have cameras, they have opened a 
new sphere of possible attacks. There are many applications that demand access to the 
smartphone camera and some of these might execute malicious operations by running the camera 
or extracting photos. Much of the same issues are shared with sound applications that might take 
access to the device's microphone. 

• Control flow attacks: Attacks that attempt to control which code is executed and have become 
common. A framework was provided to counteract this attack by monitoring contradicting flow 
control attempts [8][26]. 

There are other important research regarding this topic, for example papers [30][31][32][33][34][35], with 
valuable insights. 

3. Discussions 

The first question that appears in our work is:” What does smartphone security mean?”. Mobile security refers 
to the effort to secure data on mobile devices such as smartphones and tablets [27]. 

The next question is:” Do we have a need for smartphone security in our devices?”. The answer is very 
obvious. Yes, the security of our mobile devices has priority over all other needs nowadays. Nowadays most 
of our personal information and data (photos, videos, contacts, etc.) are stored on our smartphones, or through 
our smartphones we can access them.  

According to the FBI, more than 4,000 ransomware attack occurred on daily base in 2016. That was a 300 
percent increase compared to 2015. If we consider technological improvement and expansion of the 
smartphone market, we can assume that today we have 15,000 to 20,000 attacks daily [28]. Also, according to 
Kaspersky Lab Android is the most frequently OS for malware attacks in the mobile world and the second 
most targeted platform, right after Windows [29]. This information is very worrying because now we see how 
easily we may be finished as the target of a potential attack.  

If you ask if is there any solution to this problem, yes there is. Actually, there are a lot of solutions for 
improving the security of your phone and your data, as we already mentioned before [1][8]. 

Some journalists conducted research about reasons why hackers make malware. According to Kayla 
Matthews, top five reasons are:  

• Eavesdrop on calls 
• Steal money  
• Blackmail people 
• Damage your phone 
• Threaten national security. 

4. Conclusions 

We can conclude that mobile security is very important nowadays. We use mobiles on a daily base, hold our 
information and data, and communicate over them. Malware and ransomware may cause problems in usage or 
even worse, they may cause leaking of information and data. We may finish as victims of blackmail or theft. 
We need to be aware of the danger that smartphones bring with their advantages. People need to understand 
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all potential threats and act at the right time. We need to educate ourselves and others about the mechanism 
for dealing with viruses, malware, etc. It is not enough just to install antiviruses on smartphones and think that 
we are safe. It is also important to take care about which sites we visit, which apps we install, and to whom we 
give our phones. Right-time action is best to prevent any unwanted attacks and data leaking. 
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