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Online: Oct. 14, 2026 fusing reports from distributed secondary users (SUs) exposes the network to

Spectrum Sensing Data Falsification (SSDF) attacks. Most countermeasures
evaluate SSDF defenses at the sensing layer and leave open whether the network
still meets its service requirements under attack. This paper presents SC-Joint, an
integration framework that treats SSDF defense as an admission constraint within
a cross-layer problem. A Beta—Bernoulli reputation layer admits SUs, and the
cooperating set and sensing time are then jointly selected subject to QoS-SLA
constraints on detection probability, throughput and network lifetime. The
reputation is oracle-free: each SU is scored by its agreement with the leave-one-out
majority of the other SUs, never against ground-truth labels. Under OR fusion, a
single always-yes attacker saturates the global false-alarm probability and drives
throughput to zero, and under nested injection the undefended baseline loses
feasibility as attackers are added (Propositions 1-2). We derive an admission
condition (Proposition 3) that predicts the falsification probability below which
stealthy attackers are admitted (p* = 0.44) and the PU activity above which honest
high-SNR SUs are excluded (P(H:) = 0.42). MATLAB simulations of a 12-SU
network show that undefended OR fusion loses all feasibility once one attacker is
admitted, whereas SC-Joint sustains 79.7-100% feasible allocation at about 2.1
Mb/s, and 97-100% under network stress, matching oracle exclusion in paired
tests. The ablation attributes the gain to trust-based admission, while sensing-time
optimization mainly secures lifetime. The mechanism is limited to OR fusion,
P(H:) < 0.45 and non-colluding attackers, and stealthy attackers with p < p* are

admitted.
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1. Introduction.

The limited radio spectrum is still being challenged by the exponential growth of wireless connectivity driven
by the Internet of Things (IoT), automation networks, and emerging sixth-generation (6G) services. Cognitive
radio (CR), first proposed by Mitola and Maguire to make software radios more personal [1]. Evolved into the
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to share and adapt the material for any purpose (even commercially), in any medium with an acknowledgement of the work's authorship
and initial publication in this journal.
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brain-empowered paradigm of Haykin who defines it as an intelligent wireless communication system that is
aware of its environment [2] address by allowing unlicensed secondary users (SUs) to opportunistically exploit
licensed bands left idle by primary users (PUs), as long as the SUs leave or stop transmitting whenever a PU
becomes active [3]. Its cornerstone is spectrum sensing, most commonly via energy detection, which reduces
the decision to "the sum of the squares of statistically independent Gaussian variates" [4], but a lone SU under
fading or hidden-terminal conditions cannot sense reliably. Cooperative spectrum sensing (CSS) enables a
Cognitive Radio (CR) network to reliably detect licensed users and avoid causing interference to licensed
communications. The data fusion technique is a key component of CSS in [5] we discussed the Byzantine failure
problem in the context of data fusion, which may be caused by either malfunctioning sensing terminals or
Spectrum Sensing Data Falsification (SSDF) attacks [6]. In either case, incorrect spectrum sensing data will be
reported to a data collector which can lead to the distortion of data fusion outputs [5], [7], where rules such as
OR the Chair-Varshney combiner exploit spatial diversity [8], subject to a sensing—throughput trade-off [9],
[10] that is further coupled to energy and lifetime constraints in battery-limited SUs [11], [12]. The same
aggregation that strengthens CSS is also its weakness. In a Spectrum Sensing Data Falsification (SSDF), or
Byzantine, attack, compromised SUs submit fabricated reports to mislead the FC [13], [14]. Under permissive
OR fusion, the effect is disproportionate: even a few "always-yes" attackers inflate the global false-alarm
probability, force SUs off idle channels, and collapse throughput [5], [14]. The threat scales to massive attacker
populations [15] and extends to learning-based sensing, which is itself adversarial manipulable [16].

Proposed remedies (in the literature) fall into two families. One detects and excludes malicious reports uses
outlier filtering, clustering, or learning-based detectors [17] [18], while the other builds up trust or reputation
based on past agreement, which is sometimes reinforced by blockchain or adaptive thresholds [15], [19], [20],
[21], [22] with reinforcement-learning variants adjusting defenses online [23]. Despite these differences, these
approaches share one evaluation philosophy: results are evaluated at the sensing layer via detection rate or
classification accuracy, and many rely on labelled data or a ground-truth oracle [24].

This leaves a fundamental question open: detecting an attacker is not the same as keeping the network
operational. What matters to a deployed CRN is whether feasible allocations still exist, whether the throughput
SLA is met, and whether lifetime survives outcomes governed by network-layer variables (which SUs are
admitted, the cooperating-set size, sensing time, and resource allocation). Yet cross-layer resource studies
optimize these while assuming honest reporting [25], [26], [27], [28], whereas security studies optimize
detection while ignoring allocation consequences, physical-layer-security and game-theoretic formulations
likewise operate below the QoS level [29], [30], [31]. Few frameworks treat SSDF resilience as a constraint on
network QoS, and fewer still without an oracle.

To address this gap, we treat SSDF defense as an admission constraint inside a network-design problem rather
than as a detection problem alone. Figure 1 contrasts detection-level evaluation with the network-level
evaluation adopted here. The proposed SC-Joint framework combines an oracle-free trust layer with joint
optimization of the cooperating-set size K and the sensing time t under detection, throughput and lifetime
constraints. The trust layer scores each SU by a Beta—Bernoulli reputation computed from its agreement with
the leave-one-out majority of the other SUs. SUs whose reputation falls below a threshold are excluded before
fusion, and the configuration is then re-optimized over the admitted SUs, without ground-truth labels.

1.1 The paper contributions
The Paper contributions are following:

o SSDF defence as an admission constraint in a cross-layer problem. We integrate established
components into a single network-level design. These are reputation-based trust [13], [22] and joint
optimization of the cooperating-set size K and the sensing time 1 [9], [10]. SSDF defence enters as an
admission constraint on the cooperating set. The optimizer then maximizes throughput subject to QoS-
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SLA constraints on detection probability, throughput and network lifetime. The evaluation target is
therefore whether the network keeps meeting its SLA under attack, not attacker detection alone.

o Oracle-firee reputation admission. Each SU is scored by its agreement with the leave-one-out majority
of the other SUs, without ground-truth PU labels (Section 4). At the evaluated operating point this score
reduces to a report-rate threshold, and we report this equivalence explicitly (Section 7.13). The
component ablation (Table 5) identifies trust-based admission as the decisive component; sensing-time
optimization mainly secures network lifetime.

o Analytical characterisation. Propositions 1-2 state two design observations under OR fusion. A single
always-yes SU drives throughput to zero, and under nested injection the undefended baseline loses
feasibility as attackers are added. Proposition 3 gives an admission condition that bounds the probability
of mis-admission. Its two closed-form thresholds, the stealth threshold p* =~ 0.44 and the honest-
exclusion threshold P(H:) = 0.42, match the simulations.

o  Evaluation with an explicit operating envelope. SC-Joint is compared with NaiveOR, a binary-report
adaptation of Outlier/MAD [32], a report-rate threshold and a decayed reputation, under always-yes,
always-no and probabilistic-flip attackers. The comparison uses paired statistics on common random
numbers, robustness checks and public code. The envelope is stated explicitly. The mechanism resists
non-colluding SSDF under OR fusion for P(H:) < 0.45. Stealthy attackers with p < p* are admitted,
which produces the detection valley of Section 7.9, and always-no attackers are admitted but cause
negligible harm. Duty-cycled, colluding and majority-forming adversaries fall outside the envelope.

The remainder of this paper is organized as follows. Section 2 reviews related work, and Section 3 presents the
system and attack models. Sections 4-5 develop SC-Joint and its analysis. Sections 6—9 present the simulation
setup, results, discussion, and limitations with future work, and Section 10 concludes.

Detection-level evaluation Network-level evaluation (SC-Joint)

\____________1 _____________ \_.___________1 _____________
Sensing degradation Trust-aware admission
Detection performance loss Cross-layer optimisation (K, T)

! v ,

QoS-constrained allocation

\adds l

Network operation under attack

Attack detection

metrics: Qqg, Qp, ROC, AUC

feasibility, throughput, lifetime

+ detection metrics retained

Figure 1. Detection-level versus network-level evaluation of SSDF defenses. SC-Joint adds trust-aware
admission and SLA-constrained cross-layer optimization, and evaluates resilience by feasibility, throughput
and lifetime in addition to detection metrics.
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2. Related work

A natural defense against SSDF is to discard falsified reports and fuse only those from reliable SUs. We review
prior work in five strands, noting for each what it optimizes and where it stops short of a network-level, security-
constrained formulation.

2.1 Cooperative spectrum sensing and the sensing—throughput trade-off

Energy detection [4] remains the most common local-sensing technique owing to its low complexity and its
independence from prior knowledge of the PU signal. Cooperative diversity across SUs mitigates fading and
the hidden-terminal effect [7]. Hard-decision fusion under the Chair—Varshney optimal rule [8] and its
OR/AND/majority special cases provide a practical FC architecture. Liang et al. [9] formalized the sensing
throughput trade-off, showing that the sensing time must be chosen to balance protection of the PU against the
residual time available for transmission, and Peh et al. [10] extended this to the optimization of cooperative
sensing. Our cross-layer optimizer adopts this trade-off but extends the decision space to include the admitted
cooperating set under security constraints.

2.2 SSDF / Byzantine attacks and defense

Byzantine falsification of 1-bit local decisions sent to a fusion center has been analyzed in [33], [34], which
characterize the attacker fraction that blinds the fusion center and the corresponding optimal attack strategies;
these works do not impose network-level QoS constraints. R. Chen et al. [5] proposed a technique, called
Weighted Sequential Probability Ratio Test (WSPRT), evaluated WSPRT by comparing it with a variety of data
fusion techniques under various network operating conditions indicate that WSPRT is the most robust against
the Byzantine failure problem among the data fusion techniques that were considered. Parhizgar et al. [17]
cluster SUs and classify each cluster as reliable or unreliable using a neural network and conventional classifiers
under both deterministic and stochastic attack strategies. Li et al. [18] combine isolation forests with spectral
clustering to identify malicious sensor nodes without labels and to adapt the defense to varying attack intensities.
Xu et al. [15] target massive SSDF with a joint sensing-and-access framework in which each SU reconciles its
cooperative and independent decisions before acting. Paul et al. [35] jointly handle cooperative sensing and
device-to-device transmission in energy-harvesting CRNs, using reputation-based clustering and ensemble
learning to isolate malicious SUs. Wu et al. [36] formulate a random Byzantine attack model and apply a sliding-
window reputation within a sequential-sensing scheme, and Dixit et al. [23] propose a deep-reinforcement-
learning routing paradigm to mitigate combined Byzantine faults and SSDF in next-generation CRNs. Classical
robust-fusion work derives weights or likelihood ratios that down-weight suspect nodes [5], [13], and MAD-
based outlier rejection discards reports that deviate strongly from the cohort [32]. These works mainly measure
success at the sensing layer, and most keep the cooperating set and resource allocation fixed once attackers are
flagged. SC-Joint instead combines established admission and allocation components in one formulation, in
which admission constrains the joint choice of cooperating set and sensing time under detection, throughput and
lifetime requirements.

2.3 Trust and reputation management

Reputation-based CSS assigns each SU a trust score that summarizes its past reliability [22], [37]. Tiwari et al.
[19] use a reputation score directly as a classifier that separates genuine from malicious SUs, Mahvash et al.
[38] decentralize trust with a blockchain-inspired proof-of-trust mechanism, Xie et al. [20] adapt the trust
threshold through reinforcement learning, Chen et al. [39] adopt a “slow-growth, fast-recovery” update with
regional management and majority voting, Dewangan et al. [21] couple passive reputation with a hybrid-
optimized deep model on a blockchain, and Giri et al. [40] train an extreme-learning machine to classify
legitimate  versus malicious SUs. Beta-distributed reputation, updated through Bernoulli
agreement/disagreement events, is attractive because it is lightweight, online, and probabilistically interpretable.
A key methodological pitfall is the use of ground-truth labels to update trust, which presupposes the very

263



DSS Vol. 7, No. 2, 2026, pp.260-284

detection capability the system is trying to secure. The mechanism proposed here is strictly oracle-free: trust is
updated only from agreement with the leave-one-out majority of the other SUs, keeping the contribution at the
network layer rather than the sensing layer.

2.4 Cross-layer optimization and resource allocation

Biswas et al. [25] formulate buffer-aware user selection and resource allocation for an opportunistic CRN as a
mixed-integer nonlinear program, jointly choosing the cooperating set, sensing thresholds, and resource
parameters, this is the closest structural precedent for our admission-and-allocation decision variable. Sheela et
al. [26] coordinate the physical, MAC, and network layers with reinforcement learning, Chen et al. [41] propose
a latency-aware four-layer joint design with closed-form Pareto weighting, Latif et al. [27] pursue Pareto-
optimal energy- and spectral-efficiency allocation in CR-IoT, and Gupta et al. [28] and Zhang et al. [42] apply
reinforcement and graph-reinforcement learning to distributed resource and routing allocation. These works
demonstrate the value of joint cross-layer decisions, but none embeds an SSDF trust constraint into the
admission decision so an attacker continues to perturb the operating point even when the allocation is optimal.

2.5 Gap and positioning

Existing studies have addressed individual aspects of secure cognitive radio networking. SSDF mitigation has
been investigated through machine learning, statistical detection, and Byzantine-defense mechanisms [5], [13],
[14], [16], [17], [18], [23], [35], [37]. Trust- and reputation-based sensing frameworks have been explored in
[19], [20], [21], [22], [37], [38], [39]. Cross-layer optimization for cognitive radio networks has been studied
in [25], [26], [41], while QoS-aware and resource-allocation strategies have been considered in [25], [27], [28],
[42]. However, these directions have largely evolved independently. To the best of our knowledge, no prior
work jointly integrates SSDF-resilient trust management, cooperative sensing-node admission, sensing-time
optimization, and QoS-constrained network operation within a unified framework. The proposed SC-Joint
framework occupies this intersection, shifting the focus from attack detection alone to the preservation of
feasible and efficient network operation under adversarial conditions. Table 1 contrasts representative prior
works across the five required capabilities, making the gap explicit: no existing approach combines all five,
whereas SC-Joint does.

Table 1. Related work and research gap (v = capability present)

Work SSDF Trust mode | Layer opt. | QoS | Sec.- alloc.
SSDF detection [5], [13], [14] v X X X X
ML/Byzantine defense [15], [17], [18] V4 X X X X
Trust/reputation [19], [20], [21], [22], v N4 X X X
[37], [38], [39]

Cross-layer CRN [26], [41] X X v v X
Buffer-aware allocation [25] X X v v X
QoS resource allocation [27], [28], X X X v X

[42]

Proposed (SC-Joint) v v v v v

2.6 Security, adversarial robustness, and resilience

A complementary line studies learning-based security and resilience. Liu et al. [16] show that adversarial deep
learning and data poisoning can degrade learned spectrum sensing, Lin et al. [29] enhance physical-layer
security with a GAN-powered deep-reinforcement-learning policy, Taherpour et al. [30] provide Byzantine-
resilient sensing through robust Bayesian belief updates, Tatar et al. [31] secure integrated sensing and
communication via a Stackelberg game, Ferrag et al. [43] survey edge-learning vulnerabilities for 6G-enabled
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10T, and Ezhilarasi et al. [44] survey CRN attack mitigation via machine learning and blockchain. These works
frame resilience as robust learning or game-theoretic defence, often at the physical or learning layer. We instead
express resilience as a measurable network-layer property the preservation of throughput and admission
feasibility under an increasing attacker fraction and we prove and quantify it directly.

3. System model

We consider a centralized CRN with N = 12 secondary users indexed by V"= {1, ..., N}, a single fusion center
(FC), and one PU occupying a licensed channel. Time is slotted into frames of duration T, each partitioned into
a sensing sub-slot of duration t and a transmission sub-slot of duration T — 1, following the sensing throughput
trade-off. Each SU performs local energy detection and reports a binary decision to the FC, which combines the
reports under the OR rule. Under an SSDF attack, compromised SUs inject falsified (always-yes) decisions into
the fused result, as illustrated in Figure 2, inflating the global false-alarm probability and degrading network-
layer operation. The trust-aware architecture that counters this attack is developed in Section 4 (Figure 3).

3.1 Network and sensing model

Each SU performs energy detection over the sensing window [4]. The local binary hypotheses are Ho (PU
absent) and H: (PU present): aligned with the real-valued energy-detector normalization actually implemented
(variance 2u), with the threshold set under a CFAR criterion. The number of samples is u = 7f; and the noise
power is normalized to 62 = 1.

Ai—

e = 0(%2),  u=tf (1)
_ Ai—u (1+y;)

Pai = Q<\/2u(1+2n)) @

where the CFAR threshold is A; = u + v/2u Q_l(Pfloc), Q(+) is the Gaussian tail function, and y; is the received
PU SNR at SU;.

The real-valued energy-detector normalization (variance 2u) is used throughout, with the threshold set under a
CFAR criterion.

3.2 Cooperative fusion and global operating point

Let § € IV denote the admitted (trusted) cooperating set with K = |S|. Under the OR rule, the FC declares the
channel busy if any admitted SU reports a 1. For independent honest reports, the global detection and false-
alarm probabilities are:

Qi =1 —[lies(@ = Pgy), Qf =1 = [lies@ = Pr). (3)

The OR rule is adopted as the baseline because it is widely deployed and because its monotonicity makes the
impact of falsified always-yes reports analytically transparent (Section 5).

3.3 Throughput model and cross-layer coupling

Following the Liang sensing throughput framework [9], the expected secondary throughput per frame, when
the network transmits only on a sensed-idle channel, is

[P(HO(1 = Qf)C] (4

Where Co = logz (1 + y_s) = 3.46- Mb/s is the secondary link capacity on a truly idle channel (y_s = 10 dB),
and P(Ho) = 0.70, P(H:1) = 0.30, R in Mb/s for W = 1 MHz are the occupancy priors. The residual capacity during
a missed detection is neglected: under the PU-protection constraint Q4> 0.90 such events are rare and the

T—-71

R(S,7) = -

secondary rate then is negligible, so we set Ci: = 0 and throughput is governed entirely by the Ho term precisely
the term an always-yes attacker destroys by forcing Qf= 1.
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Lifetime model. Sensing costs Ps = 110 mW during the sensing sub-slot, plus E;, = 25 W per report. Network

lifetime is governed by the first SU to deplete:

min &;

Tt (8 7) = Ps 1t B LES+ 7 [frames] (5)
rep

Tiife 1s measured in sensing frames; with T = 100 ms, T,.q = 1500 frames correspond to 150 s. The total energy
per round reported in Figs. 5-6 1S Eroyng =K - (PS T + Epep) + Epy.

3.4 SSDF attack model

We model malicious SUs as Byzantine nodes that report falsified decisions ~di(t)instead of their true local

decision ~dl@. Let .4 € IV be the malicious subset with attacker fraction p = |.#|/N. five adversaries are used,

each matched to the quantity the corresponding experiment measures (Figure 2):
* Always-yes (constant). ~di(t)= 1 regardless of observation. This maximally inflates Q¢ under OR fusion

and is the relevant adversary for throughput and feasibility, since it attacks the network-layer rate directly
(Proposition 1). Used in Scenarios 1-6.

* Probabilistic flip (stealthy). The SU flips its true decision, ~d§t) =1- dlgt), with falsification probability
p- This adversary is required for detection/AUC analysis: a constant attacker cannot move a rank-based
AUC (Mann—Whitney statistic), whereas a probabilistic flip degrades separability. Used in Scenarios 7-9
(p =0.5 in Scenario 7, p = 0.9 in Scenario 8, p swept in Scenario 9).

*  On-off (duty-cycled). Per frame, the SU attacks with probability 6 = 0.5 (reporting ;= 1) and otherwise
reports truthfully; phases are i.i.d. across frames and attackers. This tests whether intermittent falsification
dilutes accumulated reputation evidence.

* Adaptive (consensus-mimicking). The SU reports the observed leave-one-out majority with probability
1 — fand its complement with probability /= 0.20, maximizing reputation by conforming and deviating
only occasionally.

*  Two-phase attacker. The SU reports truthfully for the first 70% of frames, accumulating reputation, then
switches to always-yes for the remainder. This adversary targets reputations that weight all frames equally.

The last three are used only in the reputation-robustness study (Table 6, M = 60 topologies per model-f pair,
extended to 0.42 to probe the majority boundary). Attackers are assumed to know the OR fusion rule and P(Ho)
= 0.70, P(H:) = 0.30 (idle-dominant occupancy) channel statistics, but not the reputation state of other nodes,
unless stated otherwise they act independently.

/I_ Data

i
(SSDF) attacks in CR-WSNs

2w |
b1 i /(a »
@ '\.(« ,)) e

o

Local Sensing Report FusionCenter  Impacton
Transmission (OR Rule) Network

E
Primary User () 7 £
N@ Iﬁ / N ((‘Ej_l? ¥
D) (@D)] é
!i [b ke ((‘I:))

\Q\_"(&»

(((rl‘j)) Honest Sansor @) Compromised (ig) Primary User ((EA;)) Fusion Canter Trustful Link — = Maticious Link U Maticious
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T ] Mode(5U) Sensor Node (SU) ®u) Fc) (True Report) ( aisifiod Report)

Figure 2. SSDF attack model: honest SUs report 1-bit decisions while malicious SUs inject falsified reports
(always-yes, or probabilistic flip with probability p) into OR fusion, biasing global decision and inflating Q.
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4. SC-Joint: security-constrained cross-layer framework for resilient operation

The SC-Joint architecture (Fig. 3) has two stages. The first is an oracle-free trust-admission layer that scores
each SU by a Beta—Bernoulli reputation and admits those with 7; > 1. The second is a security-constrained
cross-layer optimizer over the cooperating-set size K and the sensing time 1. Admission defines the pool A from
which the optimizer selects the cooperating set. The goal is to keep the network operating within its SLA under
attack, not attacker detection alone. The trust layer excludes SUs whose reports disagree persistently with the
consensus, and the optimizer then chooses K and t over the admitted SUs to maximize throughput within the
QoS-SLA region.

PRIMARY USER (PU)

Licensed Spectrum

vdi
1 Secondary Users SU;...SUyn
sensine | Energy Detection (Urkowitz [4]) )] ( Local Decision d; € {0,1} )
vdi
2.1 Trust Evaluation 2.2 Trust-Aware Admission 2.3 OR Fusion over S
Beta-Bernoulli, oracle-free admit i if ;= ry = 0.55 Qu=1- H (1-Py)
2 ai+1 7 ﬁ \
ri= . Q=1-1laa-P;
TRUST & n+2 A={i:ri=rn} fes i
LRI a;: agreements with the only A enters fusion and selection OR rule (Chair-Varshney [7])
leave-one-out majority m; T — Thm 1: one always-yes =
pi ly; no outlier stage, Qr=Qs=1, R=0

VA Qu Qf
3.1 Node Selection 3.3 Joint Optimiser (QoS-SLA)
3 K SUs from A, ordered 7 Qu(S,7)=0.90
by descending ¥ / R(S,7)=1.10 Mb/s
OPTIMI- : : v Tip(S,7) 21500 frames
SATION 3.2 Sensing Time life o
T€{l,..., 6} ms / SCA (trust-admitted)
max R(S, 1) 72 candidates per trial (Algorithm 1)
Vs Kt
4 [ Detection ] [ Throughput ] [ Lifetime ] [ Feasible Alloc. ] [ PU Prote(r:g:ion ]
OUTPUTS Qg R Tiige Mfeas Qa=zP;"
No ground-truth oracle: reputation uses only the agreement pattern among SUs
(leave-one-out majority), never the true PU state.

Figure 3. SC-Joint architecture for SSDF-resilient cognitive radio networks

4.1 Data-driven beta—bernoulli reputation

After each frame the FC compares SU;’s report di(t) against the leave-one-out majority m; of the other SUs not
the fused decision D, which is itself contaminated by unfiltered reports.
For frame ¢, the leave-one-out majority seen by SU;is

N-1
m® =1 Z 49 > | (6
— 2
Jj#i
At the evaluated operating point P (m =1 | Ho) = 0.001 and P (m =1 | Hi) = 0.23, so r; = 1 — p; and admission
reduces to a report-rate threshold p; <1 — 1y, = 0.45; a report-rate-threshold baseline admits the identical set in
every topology (Section 7.13).

Over n frames, leta; = Y} 7-, 1 [dl@ = mlgt)] be the agreement count. Under an uninformative Beta(1,1) prior,

a; = (n — a;) + 1, so the posterior-mean reputation and the admission rule are [45]

a;+1 .
o= n‘+2 € [0,1], i€S © r,=>1,(=055). (7
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The update uses only the agreement pattern among SUs, never the ground-truth PU state, so the mechanism is
oracle-free in the sense of requiring no labels a reputation consulting ground truth would be unrealizable in
deployment and would reintroduce a sensing-detection framing. What the reputation measures. All frames are
weighted equally (no forgetting factor). More importantly, at the Table-2 operating point (t = 4 ms, Pf1°°= 0.06)
per-node detection probabilities span ~0.07 at —33.7 dB to ~0.99 at —14.2 dB, so most SUs are weakly
informative and the leave-one-out majority is idle-dominated: P (m =1 | Ho) = 0.00 but P (m =1 | Hi) = 0.16.
The reputation therefore scores consistency with an idle-dominated consensus rather than correctness against
ground truth. Two consequences follow, both quantified in Section 7.12 an always-yes attacker separates
because constant positive reporting deviates sharply from that consensus; and an honest high-SNR node that
correctly reports PU presence is penalized as a disagree within the honest cohort the SNR—reputation correlation
is —0.70 (highest-SNR quartile 0.737 vs lowest 0.888), which is why the honest minimum (0.646) lies closer to
Tpthan the honest mean (0.80). Separation is thus conditional on idle-dominant occupancy; Section 7 reports
its sensitivity to P(Hu).

4.2 MAD/ outlier (baseline)

The Outlier/MAD baseline [32] screens each SU by its report rate over a window of n sensing periods (n per scenario
in Table 2):

1
pi = (5) O (8a)

Withm = rnedj(pj) and MAD = med; (| p; — m |), the Outlier/MAD baseline admits.

O ={i:lp;—ml|< k- -max(MAD,e)} e =10"° (8b)
The median absolute deviation, a 50 %-breakdown scale estimator [46].

4.3 Trust-aware admission and the cross-layer problem

SC-Joint admits SUs by reputation alone:
A={ieNir,=2ry 1},

The optimizer then selects the cooperating set § € A and the sensing time t:

maxscar R(S,7)
s.t. Qg(S,7) = Pypmin = 090,
R(S,7) = Rpin = 1.10,
Tyie(S,7) = Treq = 15005, 7 €{1,....6}ms. (9)

A is the fixed output of the trust rule, and S is the decision variable drawn from it, so the formulation is not
circular. Problem (9) is a mixed-integer nonlinear program, structurally analogous to the cross-layer user-
selection problem of [25]. Instead of enumerating all 2N x 6 = 24,576 configurations, we use the monotonicity
of the OR rule. We order A by decreasing SNR and search nested prefixes Sk = {first K} jointly with t, which
gives 6 x N = 72 candidates per trial.

Optimality gap. Against exhaustive enumeration on 40 realizations, the nested search never disagreed on
feasibility (0/40). The mean throughput gap was 0.421%: zero in 36 trials, with a worst case of 14.3% in one
realization whose optimal set was not SNR-nested. The search is 289x% faster (0.75 ms vs 218 ms per trial). We
therefore call it feasibility-exact and throughput-near-optimal on the evaluated instances. N is not varied, so no
scalability claim is made. Security enters only through A and through the effect of attacker reports on Qd, Qf
and the feasible region. Reputation is computed over the same frames used for evaluation; a disjoint training
window gives the same feasibility (88.0-89.7%, Section 7.13).
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4.4 Compared schemes

SC-Joint is compared with five schemes and three illustrative allocation strategies:
e NaiveOR: OR fusion over all SUs with no trust layer; the undefended reference.

e  Outlier/MAD [32]: admission by the MAD test of Section 4.2, followed by the same re-optimization of
K and 1 as SC-Joint, so the two differ only in admission.

e Decayed Beta—Bernoulli reputation (DBR): frame t is weighted by ™, with an effective memory of
=1/ (1- ) frames. ® = 1 recovers SC-Joint, and we evaluate ® € {0.99, 0.95} on identical topologies
and seeds.

e Throughput- and Energy-oriented variants: the first maximizes R ignoring lifetime; the second
minimizes energy subject to detection.

¢ Fixed, Greedy and Random: illustrative allocation strategies, not security comparators. Greedy reaches
the highest raw throughput (2.25 Mb/s) but violates the detection SLA (Q4 = 0.66 < 0.90). These
strategies appear in Figures 5 and 6 and are excluded from all resilience comparisons Fixed, Greedy and
Random

The factorial ablation (Table 5) separates the effects of trust admission, re-optimization and fusion.

5. Theoretical analytical results

This section collects three results. Propositions 1-2 follow directly from the OR rule and are stated as design
observations. Proposition 3 is the main analytical result. Proposition 1 shows that a single always-yes SU
saturates the global false-alarm probability and drives secondary throughput to zero under OR fusion. This is a
network-layer failure that detection metrics alone do not reveal. Proposition 2 shows that, under nested injection
on a fixed realization, the set of SLA-feasible configurations of the undefended baseline can only shrink as
attackers are added. Together they show why SSDF resilience must be handled at the network-design level:
attackers must be kept out of the cooperating set before fusion. Proposition 3 then states when the trust-
admission rule of Eq. (6) achieves this. It bounds the probability of mis-admission and gives closed-form
thresholds for attacker admission and honest-node exclusion.

5.1 Throughput collapse under Always-Yes SSDF (Proposition I).
Proposition 1. Consider OR fusion over an admitted set S containing at least one always-yes attacker. Then
Qf= 1,Q0,=1LR(S,1)=0. (10)

Proof sketch. Proof. Under the OR rule (3), the fused decision is D = 1 whenever any admitted SU reports 1.
An always-yes attacker a € § reports ii, = 1 in every frame, so D = 1 in every frame, independently of the true
hypothesis. Hence:

Qf=Pr(D=1|H0)=1, Q,=Pr(D=11H1) =1

Substituting into the throughput model (4), both bracketed terms vanish, since (1 — Q) = 0 and (1 — Q4) = 0.
Therefore R (S, 1) =0.

Remark. The collapse is total, not partial: the fusion center perceives the channel as permanently busy under
both hypotheses, so the secondary network never transmits. The coincident Q; = 1 is vacuous, it arises from
constant positive reporting rather than from genuine sensing, and yields no throughput benefit. This is confirmed
empirically in Figure 6(a), where NaiveOR throughput is 0.00 Mb/s once a single attacker is admitted.

Proposition 1 makes precise why the damage is a network-layer phenomenon: a single attacker does not merely
worsen a detection metric, it saturates Qr, removes the secondary network's access to idle spectrum, and
eliminates throughput entirely. This is the result that anchors the network-design framing of this paper: SSDF
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resilience is fundamentally a problem of preserving feasible network operation, not of improving a detection
statistic.

5.2 Monotone feasibility degradation (proposition 2)

Fix a network realization and a candidate-configuration universe C. For a nested sequence of always-yes attacker
sets My € M, € --- € Mjunder OR fusion without trust filtering, let F(M) € Cbe the configurations
satisfying all SLA constraints (detection, throughput, lifetime) when the admitted attacker set is A.

Proposition 2. F (M, 1) € F(M},), and therefore | F (Mj1) || F(M}) |: the feasible-configuration count is
monotonically non-increasing as attackers are added by nested injection.

Proof. Let ¢ € F(M.441). If the cooperating set of ccontained any attacker, that always-yes node would drive
the global false-alarm probability @ — 1(Proposition 1), collapsing throughput and violating R = Rp;p

contradicting ¢ € F(M}.41). Hence every feasible configuration is attacker-free, its feasibility depends only on
its honest members, which are unaffected by the attacker set. Since such a csatisfies every SLA constraint
independently of A7 it is feasible under M'k as well, giving F(M}1) € F(M},). Proposition 2 concerns the
unprotected baseline: as the attacker fraction grows, feasible operating points can only be lost, so the feasibility
rate degrades monotonically confirmed and quantified in Section 8. SC-Joint breaks the premise: trust filtering
removes attackers before fusion, keeping admitted configurations attacker-free and Qpunsaturated, so the

feasible region is preserved gracefully. Monotone degradation is thus a property of the undefended system,
corroborated by independent simulation as a mechanism check rather than an overfit target.

5.3 Admission analysis (proposition3)

Proposition 3. (admission condition). Let frames be i.i.d., let p;= P (d; = 1) be the report rate of SU, and let u;
= P (mi = 1) be the probability that the leave-one-out majority reports 1. The per-frame agreement probability
a; =P (d; = m;) satisfies.
1—pi—pisda <1 —=p; +p; (11a)
Since ;= (Ai + 1)/ (n + 2) with A ; ~ Bin (n, a ;), Hoeffding’s inequality gives, for a; <1y,
P(r; = 1n) < exp(—2n (ren — a;)?) (11b)

and symmetrically P (r;<1,) <exp (—2n (a ; — 1yp)?) for a ; > ryp,.

1. Flip attacker. With honest report rate po, a flip attacker has p, = po + (1 — 2po) p. Since p= 0, it is admitted

with high probability if and only if

p*= (1 = 1rep— po)/(1 = 2po) (11c)
2. Honest SU. With p;= (1 — m) Ps, loc + m Py, i, a high-SNR SU (Py, i — 1) is excluded with high

probability when:
myx= (1 — 1y — P, loc)/(1 — P, loc) (11d)

Evaluation at the operating point. With , = 0.55, Py, loc = 0.06, po = 0.10-0.14 and n = 0.07, Eq. (11c¢) gives

p* = 0.43-0.44 and Eq. (11d) gives mi* = 0.42. Both match the simulations: attackers are admitted for p < 0.4
(Fig. 13), and the highest-SNR honest SU is excluded in 0.3% of topologies at P(H:) = 0.40 versus 36% at 0.45
(Section 7.13). With n = 2000 frames and a margin of 0.05, Eq. (11b) bounds the mis-admission probability by
e 10~ 45x10°7,

6. Simulation setup

Experiments were implemented in MATLAB [24.1.0.2628055 (R2024a) Update 4] and also run in GNU
Octave. A shared core library provides the system model, energy detector, reputation, Outlier/MAD baseline,

270



DSS Vol. 7, No. 2, 2026, pp.260-284

fusion rules and AUC computation, and each scenario is a script built on it. All schemes are evaluated on
identical realizations (common random numbers). Fading is block-static per topology. Scenario 5 adds attackers
cumulatively to a fixed topology. Scenario 4 uses independent draws, so its curves need not be monotone.
Reputation is computed over the evaluation frames; a disjoint training window gives the same feasibility
(Section 7.13). For the AUC, Py, loc is swept over 45 values in [0.001, 0.6] at T = 4 ms. At each value the
admission rule is re-applied, and the OR-fused (Qf, @) points are integrated with the trapezoidal rule. The
oracle reference fuses only the honest SUs; it is an upper bound and is not deployable.

All intervals are 95%. Feasibility uses the Wilson score interval [47], since the normal approximation collapses
to +0 at 100%:

p+22/2M F z/p(1 — p)/M + z2/4M?
1+2z2/M

P = % z =1.960 (12)

AUC and throughput (averaged over feasible trials) [48], use Student-t intervals, and scheme contrasts use
paired t-intervals. The attacker fraction is p € {0, 0.08, ..., 0.33} (k=0-4 of N = 12), extended to 0.42 in Table
6 to probe the majority boundary. M = 300 topologies are used for Scenarios 1-7 and 9 and for the robustness
checks, and M = 60 for Scenario 8 and the ablation. Figure 4 shows a sample topology with three always-yes
attackers (f = 0.25). Supplementary Table S1 traces every reported value to the section, figure or table in which
it appears.

1000
800
600
g
>
400
200
0 1 L 1 1
0 200 400 600 800 1000
X [m]
. Honest SU - Fusion centre (FC) —— Honest report link k
A SSDF attacker ﬁﬁ{ Primary user (PU) - — Falsified report link

Figure 4. Simulation topology (N = 12): nine honest secondary users (blue circles) and three SSDF always-yes
attackers (red triangles, attacker fraction = 0.25) report to the fusion center (FC) while the primary user (PU)
occupies the licensed channel. Grey solid links carry honest reports, dashed red links carry falsified reports.
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Table 2 shows principal simulation parameters

Table 2. Principal simulation parameters

Parameter

Value

Network and PHY

Number of SUs (N) / PUs / channels

12/1/1

Propagation; mean SNR distribution

Rayleigh, block-static per topology; U [-24, —16] dB (U [-22,
—14] dB in Sc. 8 and ablation)

Realized SNR range (5th-95th pct.)

—33.7t0 —14.2 dB

Sampling frequency f_s; frame duration
T

6 MHz; 100 ms

Sensing-time grid t; fixed T for ROC

1-6 ms; 4 ms

Channel bandwidth W

1 MHz

Fusion rule

OR (majority in robustness checks)

Occupancy and throughput

Occupancy priors P(Ho) / P(H)) 0.70/0.30

Secondary-link SNR y_s 10 dB

Idle capacity Co = loga(1+ys) 3.46-bit/s/Hz (3.46 Mb/s at W = 1 MHz)
Missed-detection capacity C: 0 (neglected)

Q0S8 and lifetime constraints

P d,min/ Rmin

0.90/1.10 Mb/s

Local false alarm Pf , loc

0.06

Required lifetime Tie,

1500 frames (150 s at T = 100 ms)

Sensing power Py, report energy Eyep;
FC energy E;,

110 mW; 25 w; 50

Battery energy &;

U 0.6, 1.1]]

Trust layer and baselines

Reputation model; threshold (r¢5)

Beta—Bernoulli (leave-one-out majority); 0.55

Forgetting factor m: SC-Joint / DBR

1.0/0.99, 0.95

MAD coefficient k (Outliet/MAD
baseline only) [46]

3.0 (2.5 in Sc. 8)

Attack models

Always-yes Sc. 1-6

Probabilistic flip, p 0.5 (Sc. 6(b), 7), 0.9 (Sc. 8), swept 0.1-0.9 (Sc. 9)
Always-no robustness checks (k = 1-3)

On-off duty 9; adaptive f; two-phase
switch

0.5; 0.20; at 70% of frames

Attacker fraction J3; count k

0-0.33 (0.42 in robustness); 0—4

Monte-Carlo protocol and statistics

Topologies M

300 (Sc. 1-7, 9; robustness checks) / 60 (Sc. 8, ablation)

Observation window n (frames per trial)

1500 (ROC/AUC); 2000 (network outcome); 2500 (Sc. 7)

Paired common random numbers

Yes (shared topologies, noise and attacker draws)

Feasibility interval

Wilson score, 95%

AUC and throughput intervals

Student-t, 95%; paired t-intervals for scheme contrasts

Reported precision

1 decimal (%); 3 decimals (Mb/s, AUC, reputation)

7. Results and discussion

The discussion is organized around nine scenarios, progressing from the attack-free cross-layer baseline to
network-level robustness under multiple attackers. Three schemes recur: SC-Joint (proposed), Outlier/MAD (a
published robust-fusion baseline), and NaiveOR (undefended OR fusion). Greedy, Fixed, Random, and rate-
/energy-constrained variants appear where instructive.

272



DSS Vol. 7, No. 2, 2026, pp.260-284

7.2 Scenario 1/ Cross-layer optimization without attack

In the attack-free baseline (Figure 5), Greedy attains the highest raw throughput (2.25 Mb/s) but operates at
Qq = 0.66, failing the detection SLA (Pgy i, = 0.90) and endangering the PU. This is precisely the failure
mode SC-Joint is designed to avoid: Greedy's operating point is infeasible, so its low energy is irrelevant.
Among SLA-compliant schemes, SC-Joint delivers the highest throughput (2.13 Mb/s) at 100% feasibility while
consuming the lowest energy (=0.70 mJ/round), ahead of the Rate-Constrained variant (1.81 Mb/s) and well
above Fixed (1.60 Mb/s, 2.84 mJ).

(a) Throughput (b) Energy (¢) Detection (dashed = SLA)
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213 30F z& 1.0 0.94
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Figure 5. Scenario 1: attack-free baseline per scheme (M = 300). (a) Throughput, (b) energy per round, (c)
detection probability Q4. Rate-C and Energy-C are the throughput- and energy-constrained variants.

The Energy-Constrained variant coincides with SC-Joint here (2.13 Mb/s, 0.70 mJ). Greedy attains a higher raw
throughput (2.25 Mb/s) at the lowest energy (0.18 mlJ) but violates the detection SLA (Q4 = 0.66 < 0.90) and is
therefore infeasible; SC-Joint's advantage is achieving the best feasible throughput—energy trade-off without
breaching detection.

7.3 Scenario 2 / SSDF attack evaluation

A single always-yes attacker (Figure 6, B = 0.08) separates the schemes sharply. Only SC-Joint and the Energy
variant exceed 90% feasibility (97% each); Greedy-R, Fixed and Random reach 21%, 13% and 9%, and
NaiveOR 0% (Fig. 6(e)). Trust-aware admission thus preserves feasible operation precisely where undefended

and detection-agnostic schemes cannot.
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60 remain feasible (97%).
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(Proposition 1).
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Figure 6. Scenario 2: one always-yes attacker (f = 0.08, M = 300). (a) Network throughput, (b) detection

probability, (c) global false-alarm probability, (d) energy per round, (e) feasible-allocation rate. Greedy-R
maximizes R ignoring lifetime; Energy-C minimizes energy subject to the detection constraint.
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7.4 Scenario 3 / Trust reputation validation

Honest reputations converge (Figure 7), toward 0.80 while always-yes attackers fall to 0.12, placing the two
distributions on opposite sides of the 0.55 threshold with no overlap (honest minimum 0.646 > 0.55 > attacker
maximum 0.316). At B = 0.25, the mechanism retains all honest nodes and excludes all attackers (100% each),
with a perfect split in all 300 topologies. The 0.330-wide separation margin means any threshold in (0.316,
0.646) yields the same admission, so the result is insensitive to the exact value of 1;,. Convergence is rapid, so
the trusted set stabilizes well before the evaluation window.

(a) Convergence (b) Final distribution
1.0

mmm Honest (mean 0.80) E
0.80 500 1 Attacker (mean 0.12) :
0.8 i
400 [ o |
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s = Attackers (mean) 5 ~
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Figure 7. Leave-one-out reputation under always-yes SSDF (Scenario 3; N = 12, three attackers, M = 300). (a)
Mean reputation versus observation frames. (b) Distribution of final reputations. The two groups do not
overlap: the lowest honest value is 0.65 and the highest attacker value is 0.32, on either side of r_th = 0.55.

7.5 Scenarios 4 & 5 /Attacker-fraction analysis

Scenario 4 uses independent draws to sweep the attacker § € {0, 0.08, 0.17, 0.25, 0.33} (Figure 8), Scenario 5
layers in zero to four always-yes attackers on a fixed matched base topology, directly applying Proposition 2
(Figure 9, Table 3). The paired design is crucial because nested injection on a fixed topology isolates trust-
aware admission from sampling noise, while independent per-condition draws produce artifactually non-
monotone curves.

100 9%7 977 94.0
86.7
n 79.7
80 | \
\
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L \
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\ attacker is admitted (Prop. 1)
20 | \
\
\
of_, i wrmaiin Bl Bl e .
0.00 0.08 0.17 0.25 0.33

Attacker fraction 8

Figure 8. Scenario 4 feasibility versus attacker fraction § under always-yes SSDF with independent topology
draws per § (M =300, mean SNR U [-24, —16] dB, r3,= 0.55). Error bars: 95% Wilson intervals.
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Scenario 4 sweeps B with independent draws per condition (Figure 8): feasibility falls from 97.7% to 79.7%,
with a plateau at f < 0.08 reflecting sampling variation between topology sets. Scenario 5 repeats the sweep
with paired CRN and nested injection (Figure 9, Table 3): 98% — 86%, strictly monotone, at 2.135-2.157 Mb/s.
The contrast isolates the methodological point: independent draws produce non-monotone artefacts that paired
injection removes.

(a) Feasibility (b) Throughput
98.0 96.0
_ 1oor 94.0 91.0 2.9 }2.157 2.146 2.135 2.144 2.143
< '_\9\!\{\8%0 - ——s 5 @ £
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= \ )
g 60 b \ .;E; = 1.8}
= ‘\ & sCoint | &7
S \ - NaiveOR gé 16k
5 40f \ o8
© -
Y \ 58
= \ collapses at the first o ~ 14F
a \ admitted attacker (Prop. 1) <
g 20F \ )
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1 1'0 1 1 1 1 1
0 1 2 3 4 0 1 2 3 4
Number of attackers k (nested injection) Number of attackers k (nested injection)

Figure 9. Scenario 5: nested injection of always-yes attackers on fixed topologies (M = 300; Wilson 95%
intervals). (a) NaiveOR loses all feasibility at the first admitted attacker (Proposition 1); this is an
implementation check of Proposition 2 on the undefended baseline. SC-Joint’s gradual decline is expected by
construction, since the admissible pool shrinks to a subset of honest SUs. (b) SC-Joint throughput over
feasible trials stays at 2.14-2.16 Mb/s.

Table 3 shows scenario 5/ Network feasibility vs attacker count (always-yes SSDF, paired CRN).
Table 3. Scenario 5/ Network feasibility vs attacker count (always-yes SSDF, paired CRN)

Attacker SC-Joint Feas. SC-Joint R | NaiveOR Feas. Wilson [lo, hi]
0 98.0 2.157 84.3 [95.7, 99.1]
1 96.0 2.146 0.0 [93.1,97.7]
2 94.0 2.135 0.0 [90.7, 96.2]
3 91.0 2.144 0.0 [87.2, 93.7]
4 86.0 2.143 0.0 [81.6, 89.5]

7.6 Scenario 6 / ROC and AUC Analysis

Under two always-yes attackers (Figure 10(a)), SC-Joint's ROC coincides with the oracle reference (AUC 0.959
for both), the Outlier/MAD baseline reaches 0.852, and undefended NaiveOR collapses to the chance diagonal
(0.500) as its fused decision saturates (Proposition 1).

Under probabilistic flip (p = 0.5), SC-Joint again matches the oracle (0.958 vs 0.959) and Outlier/MAD reaches
0.846, while the undefended AUC settles near 0.60 (0.597) rather than saturating (Figure 10(b)), confirming the
two attack models are distinct experiments.

The contribution is network-layer resilience, not detection accuracy: this near-oracle separability matters only
insofar as it feeds trust-aware admission, which sustains feasible operation. AUC versus the number of attackers
is reported in Figure 11 and Table 4.

275



DSS Vol. 7, No. 2, 2026, pp.260-284

(a) Always-yes SSDF (deterministic)

(b) Probabilistic flip SSDF (p =0.5)
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Figure 10. Scenario 6: cooperative ROC under two always-yes attackers (M = 300, T =4 ms). SC-Joint
matches the oracle (AUC 0.959 vs 0.959), Outlier/MAD reaches 0.852, and NaiveOR collapses to chance
(0.500), as predicted by Proposition 1. Table 4 reports the flip attack (p = 0.5), for which NaiveOR degrades

gradually instead.

7.7 Scenario 7/ AUC robustness versus attacker count

As attackers accumulate from zero to four (Figure 11), SC-Joint holds AUC above 0.94 throughout and matches
the oracle at every count (0.965, 0.960, 0.960, 0.949, 0.948), confirming that trust-aware admission preserves
detection separability under heavy contamination. Outlier/MAD is non-monotone, rising from 0.793 without
attack to 0.866 at three attackers before falling to 0.821 at four, while NaiveOR decays toward chance (0.965
— 0.523), the detection-layer echo of the feasibility collapse established in Proposition 1. SC-Joint leads both
baselines at every non-zero attacker count; all values are summarized in Table 4.
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Figure 11. Scenario 7: AUC versus number of attackers under probabilistic flip (p = 0.5, M = 300, « = 3.0;

trapezoidal AUC of the OR-fused ROC). SC-Joint coincides with the oracle and stays above 0.94 (0.965 —
0.948); Outlier/MAD ranges from 0.793 to 0.866; NaiveOR decays from 0.965 to 0.523.
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Table 4. Detection AUC versus number of attackers, mean [95% CI] (probabilistic flip, p = 0.5; M =300; x =

3.0; mean SNR U [-24, —16] dB; trapezoidal AUC of the OR-fused ROC)

Scheme k=0 k=1 k=2 k=3 k=4
Oracle reference 0.965 [0.005] 0.960 [0.006] 0.960 [0.006] 0.949 [0.007] 0.948 [0.007]
SC-Joint 0.965 [0.005] 0.960 [0.006] 0.960 [0.006] 0.949 [0.007] 0.948 [0.007]
Outlier/MAD 0.793[0.010] 0.826 [0.011] 0.844 [0.011] 0.866 [0.011] 0.821[0.016]
NaiveOR 0.965 [0.005] 0.709 [0.006] 0.598 [0.004] 0.545[0.002] 0.523 [0.001]

7.8 Scenario 8/ Network-level feasibility and throughput

On the network-level terms that matter to a service operator, SC-Joint leads the Outlier/MAD baseline
decisively. Under the probabilistic-flip attacker (p = 0.90), feasibility stays high from zero to four attackers
(100, 100, 100, 98.3, 96.7%; Figure 12) at 2.21-2.24 Mb/s, while Outlier/MAD fluctuates non-monotonically
between 66.7% and 81.7% and never approaches it at any count. Because this attacker falsifies stochastically,
the scenario is a robustness stress-test, not a monotonicity experiment. Proposition 2 is exercised separately in
Scenarios 4—5. Maintaining feasible operation where a strong report-rejection baseline fails is the paper's central
network-level contribution.

Comparability with Scenario 5. Scenario 8 reports higher feasibility than Scenario 5 (98—86%) despite a
nominally harsher adversary, but the difference is environmental, not adversarial. Holding the control-channel
SNR and attacker count fixed, always-yes and probabilistic flip give identical feasibility 85.0% at —20 dB and
96.7% at —18 dB because the trust layer excludes both equally well, leaving performance governed by the honest
nodes' detection quality. SNR alone accounts for 11.7 points; the attack model accounts for none. Scenario 8
also uses 60 topologies against 300. The two are therefore not on a common scale, and each is reported against
its own configuration in Supplementary Table S1.
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Figure 12. Scenario 8: network-level stress test under the probabilistic-flip attacker (p = 0.9, M = 60; Wilson
95% intervals). (a) Feasibility; (b) throughput over feasible trials.
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7.9 Scenario 9 / Detection valley

Sweeping the falsification probability p exposes a detection valley (Figure 13). For p < 0.4, the attackers’
disagreement with the majority stays below 1 — 1, = 0.45, so reputation admits them. SC-Joint’s AUC then
follows NaiveOR down to 0.64 at p = 0.3-0.4, well below Outliet/MAD (0.81-0.84). For p > 0.5 the attackers
are excluded and SC-Joint recovers to 0.95, above Outlier/MAD (=0.87). The valley barely reaches the network
layer: AUC falls by 32.6% while feasibility falls by at most 10.3%. SC-Joint’s feasibility stays above
Outlier/MAD at every p (87-97% vs 65—70%), and NaiveOR remains at zero. Adding a MAD stage fills the
valley but lowers feasibility to about 70%, the Outlier/MAD level, so the deployed rule uses reputation alone.
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(d) Detection drops by 32.6% in the stealth valley; feasibility by at most 10.3%
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Figure 13. Stealth-attack sweep (Scenario 9; k = 3, M = 300). (a) AUC, (b) feasibility, (c) throughput of
feasible trials. In the shaded valley (p < 0.4), reputation admits the attackers and SC-Joint falls to the NaiveOR
level (AUC 0.64). (d) In that valley, detection drops by 32.6% while feasibility drops by at most 10.3%. For p

> 0.5, SC-Joint detection recovers fully. Rep.+MAD is shown for reference only.

7.10 Admission sanity check and shrinking-pool behaviour

Proposition 2 states that feasibility is monotone non-increasing under nested always-yes injection (Figure 14).
Also directly verify it on the same paired-CRN Scenario-5 run, attackers are added cumulatively and the feasible
count is recorded count at each stage. Feasibility decreases monotonically (98% — 86%) with zero attackers
admitted and No attacker was admitted in any of the 300 realizations, and feasibility declined monotonically as

|S| fell from 12 to 8 - an implementation check of the admission rule and of Proposition 1's shrinking-pool
prediction.

(a) Monotone feasibility under nested injection (b) Admitted set shrinks, never contaminated
SC-Joint (fixed topology, 161 == Admitted set size ||
100 & nested attackers) @k Honest SUs available N — k
12 == Attackers admitted
" 12 | 11
—_ =) 10
N w 10 9
& 5 8
3 = 8
3 13}
£ g
S 5 °
Z 4k zero attackers admitted
in all 300 realizations
80 o : 2 F
realizations with Myeas(k+1) > Mieas(k)
(monotonicity violations): 0 / 300 | —— — - al. e - -
| 1 Of 4 A A * e
0 | 2 3 4 0 1 2 3 4
(B=0.00) (B=0.08) (B=0.17) (B=0.25) (B=0.33) Number of nested attackers k

Number of nested attackers k
Figure 14. Scenario 5 admission check: SC-Joint under nested always-yes injection (paired CRN, M = 300).
(a) Feasibility declines monotonically from 98% to 86% as the honest pool shrinks; (b) the admitted set tracks
|S| =N — k, with zero attackers admitted in all 300 realizations.
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7.11 Ablation / Contribution of each component

Table 5 decomposes SC-Joint on identical topologies, seeds and constraints (flip p = 0.5, four attackers, M =
60). Trust is the decisive component. Reputation admission reaches 100.0% feasibility [94.0, 100.0], against
85.0% [73.9, 91.9] for optimization without trust and 81.7% [70.1, 89.4] for MAD alone; these intervals are
disjoint. Adding MAD to reputation lowers feasibility to 93.3% [84.1, 97.4], because its two-sided band also
removes 0.77 honest nodes per realization on average; MAD is therefore not part of the deployed rule. Fixing
the sensing time at T = 4 ms lowers feasibility to 76.7% [64.6, 85.6]. This loss comes entirely from the lifetime
constraint: without it the fixed-t variant also reaches 100%. Optimizing t therefore mainly secures lifetime and
adds only +0.05 Mb/s of throughput (2.215 vs 2.165 Mb/s).

Table 5. Ablation (flip p = 0.5, four attackers, M = 60; identical topologies and seeds)

Variant T optimized | T, enforced | Feasibility [%0] | Wilson 95% [lo, hi] | R [Mb/s]
Optimizer-only yes yes 85.0 [73.9,91.9] 2.061
MAD-only yes yes 81.7 [70.1, 89.4] 2.069
iiﬁ?;ﬁgon *MAD ) yes 93.3 [84.1,97.4] 2213
Trust + fixed T no (4 ms) yes 76.7 [64.6, 85.6] 2.169
Trust + fixed 1,

no (4 ms) no 100.0 [94.0, 100.0] 2.165
no T,
SC-Joint yes yes 100.0 [94.0, 100.0] 2.215

7.12 Reputation robustness and scope conditions

Leave-one-out reputation is reliable only while honest reports dominate. We stress it against five adversaries
over the malicious fraction B, and against a decayed-reputation variant with forgetting factor  (Table 6). Only
the always-yes attacker is separated cleanly throughout (0% false admission at every ). The on-off attacker
degrades gradually as intermittent honesty dilutes accumulated evidence (5% at f = 0.25, 28% at 0.33, 70% at
0.42); a colluding coalition is admitted once it sways the consensus (57% at § = 0.25, 98% at 0.42); and at § =
0.42 the majority assumption itself breaks (44.5% honest exclusion). The adaptive mimic is never rejected
(100% at every PB) but cannot harm: constrained to behave honestly, its effect on detection is negligible (AP, <
0.007). Effect of forgetting. Equal frame weighting leaves the scheme open to a two-phase attacker that
accumulates credit before attacking: it is admitted 88.3% of the time at ® = 1, but 0% under ® = 0.99.

The cost is weaker duty-cycled detection (on-off false admission rises from 2.2% to 12.2% at ® = 0.99 and
21.1% at ® = 0.95). The adaptive mimic is admitted at every ®, confirming its evasion is structural rather than
a consequence of unbounded memory. Scope condition. Because most SUs are weakly informative at these
SNRs, the leave-one-out majority is idle-dominated, and separation depends on that asymmetry: the margin
between the honest minimum and the attacker maximum falls from +0.745 at P(H:) = 0.10 to +0.386 at 0.30,
reaches —0.005 at 0.50 and —0.350 at 0.70. The mechanism is therefore conditional on idle-dominant occupancy,
stated as a scope condition rather than a general property (Section 8).

Table 6. Attacker false-admission rate FN [%] of the reputation rule versus malicious fraction B (v = 1; M =
60 per model—f pair) and versus forgetting factor o at f = 0.25 (M = 60); -: not evaluated.

Attack (FN) $=0.08 0.17 0.25 0.33 0.42 ®=0.99 | ®=0.95
Always-yes 0.0 0.0 0.0 0.0 0.0 0.0 0.0
On-off 0.0 1 5 28 70 12.2 21.1
Colluding 0.0 17 57 85 98 - -
Adaptive 100 100 100 100 100 100 100
Two-phase - - 88.3 - - 0.0 0.0
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7.13 Robustness checks

Table 7

summarizes the additional checks requested in review.
At the evaluated operating point, the reputation reduces to a report-rate threshold (Proposition 3): an

absolute rule p_i < 0.45 admits the identical set in every topology. The advantage over Outlier/MAD
therefore comes from an absolute versus a relative admission rule; without attack, the MAD band trims
2.17 honest SUs per topology, including the strongest SU in 82.7% of cases.

o The rule excludes high-SNR honest SUs once P(H:) > 0.45, as predicted by Eq. (10d).
e Always-no attackers are admitted but cost under 1 point of feasibility under OR fusion.

e Evaluating on a disjoint training window does not change feasibility.
e SC-Joint selects a single SU in most trials (K =1 in 74-95%).
e NaiveOR’s attack-free feasibility depends on the placement of R, ;;,, whereas SC-Joint’s does not.

e SC-Joint remains the best scheme under majority fusion. In paired comparisons on identical topologies,
SC-Joint exceeds Outlier/MAD by 0.089-0.161 in AUC and is indistinguishable from oracle exclusion

for k <3.
Table 7. Robustness checks (SNR —20 dB, M = 300)
Check Condition SC-Joint Reference
Report-rate threshold (p < o o . Identical admitted set in
0.45) k=3 flip 89.7% feasible 100% of topologies
) 2.17 honest SUs
fr)iur:llrl;ir!lMAD honest no attack - trimmed; strongest SU
£ in 82.7%
. P(H:)=0.45/ 0 All admitted: 95.3 /
High P(H)1), no attack 0.50 84.0/72.0% 94.7%
Always-no attackers k=3 89.0% Oracle: 89.3%
Disjoint training window B =300/2000 88.0/89.7% Same window: 88.0%
. _ K=1in 74-81% (—20 dB),

Selected set size k=04 88-95% (~18 dB) -
Rnin=0.90/1.20, no ; 98.0/96.0% NaiveOR: 98.0 / 2.0%
attack

. . . Outlier 56.3%

= 0 )
Majority fusion k=3 flip 76.0% NaiveOR 0%
vs Outlier: +0.089 to +0.161; . .
Paired AAUC (95% CI) | k=0-4 all Cls > 0 (lowest bound vs ‘l’r‘;‘fle'offo'?(oi ’3CI
10.078) includes 0 for k <

8. Limitations

1.

Scope: The analysis assumes OR fusion; majority fusion is tested only as a robustness check (Section
7.13). The model is a single channel with one PU, twelve SUs and block-static Rayleigh fading, and it
is evaluated in simulation only. Thresholds are fixed 73, = 0.55; k= 3.0 or 2.5 by family), so results are
not threshold-invariant. Because the optimizer mostly selects one SU (K = 1 in 74-95% of trials), the
results show that trust keeps the strongest SU honest; they do not show gains from large cooperating
sets. Outlier/MAD is a binary-report adaptation of [32].

Trust layer: (1) The reputation reduces to a report-rate threshold (Proposition 3), and flip attackers with
p <p* = 0.44 are admitted (Section 7.9). (ii) Colluding or majority-forming coalitions evade the leave-
one-out consensus, and duty-cycled attackers weaken it (Table 6). Always-no attackers are admitted but
harmless under OR fusion. (iii) Evidence never decays: a two-phase attacker is admitted in 88.3% of
cases. Forgetting with @ = 0.99 removes this exposure but weakens duty-cycled detection (2.2% —
12.2%). (iv) For P(Hi) > 0.45 the highest-SNR honest SU is excluded in 36—63% of topologies and
feasibility drop by up to 23 points, consistent with m:* ~ 0.42 (Eq. (10d)). “Oracle-free” therefore means
operating without ground-truth labels; it does not mean that every attacker can be identified. Countering
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coordinated adversaries, for example by fusing the consensus with physical-layer fingerprints or with
adaptive forgetting, is left to future work.

9. Future work

Four directions follow from the limitations above.

1. Coordinated adversaries. The reputation layer should be extended to colluding and majority-forming
attackers, for example by fusing the consensus signal with an independent physical-layer fingerprint,
so that resilience no longer depends on an honest majority [16], [49].

2. Adaptive trust parameters. The fixed threshold 1y and forgetting factor @ could be replaced by a
learned policy that adapts to the observed attack regime and PU activity [20]. Such a policy must handle
the trade-off shown by the decayed reputation (Table 6), and it must avoid excluding honest SUs at high
P(H)) (Eq. (10d)).

3. Fusion rules and denser deployments. The framework should be evaluated under k-out-of-N and
likelihood-ratio fusion, and in higher-SNR or denser networks where larger cooperating sets are
optimal.

4. Reinforcement-learning control. Joint admission and sensing-time selection could be cast as a
sequential decision process that maximizes long-horizon throughput under SLA and trust constraints
[26], [28], [42], including multi-channel, multi-PU settings.

10. Conclusions

This paper presented SC-Joint, an integration framework that treats SSDF defense in cooperative CRNs as an
admission constraint inside a cross-layer problem. An oracle-free reputation admits SUs before fusion. The
cooperating set and sensing time are then chosen jointly to maximize throughput under detection, throughput
and lifetime constraints, so success is measured by whether the network keeps meeting its SLA, not by attacker
detection alone. Propositions 1-2 show why these matters under OR fusion: one always-yes SU drives
throughput to zero, and the undefended baseline loses feasibility as attackers are added. Proposition 3 gives the
conditions under which the reputation admits or excludes an SU. Its two closed-form thresholds predict the
simulated behavior without fitting: attackers with falsification probability below p* = 0.44 are admitted, and
high-SNR honest SUs are excluded once P(H:) exceeds m* ~ 0.42.

The evaluation supports three findings. First, admission preserves operation. Undefended OR fusion loses all
feasibility once one attacker is admitted, whereas SC-Joint sustains 86—98% feasibility at about 2.14-2.16 Mb/s,
and 97-100% under network stress. In paired tests on identical topologies, SC-Joint matches oracle exclusion
and exceeds the Outlier/MAD baseline by 0.089—0.161 in AUC. Second, the gain comes from trust-based
admission. The ablation identifies admission as the decisive component, while sensing-time optimization mainly
secures network lifetime (fixed t: 76.7% feasibility, rising to 100% without the lifetime constraint). The nested
search matches exhaustive enumeration on feasibility (0/40 disagreements) with a 0.42% mean throughput gap.
Third, detection and network metrics can diverge. In the stealth sweep, AUC falls to 0.64 at p=10.3-0.4, 2 32.6%
drop, while feasibility falls by at most 10.3%, both relative to their maxima. This valley is exactly the admission
region predicted by Proposition 3, which is why detection metrics alone cannot certify network resilience.

The operating envelope is stated explicitly. At the evaluated operating point, the reputation is equivalent to a
report-rate threshold, and the optimizer mostly selects a single SU. The mechanism holds under OR fusion for
non-colluding attackers when P(H:) < 0.45. Always-no attackers are admitted but harmless. Stealthy attackers
below p* and colluding or majority-forming coalitions fall outside the envelope. These limits point to
coordinated-adversary trust estimation and adaptive trust parameters as the next steps.
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